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Abstract: Ascertaining the veracity of data in the information age is a challenge both for humans (e.g.,
communicating within social media networks) and machines (e.g., training data for artificial neural
networks). A lack of data veracity has the potential to “fool” both machines, as well as humans into
achieving different outcomes/output. From a machine learning perspective, “fooling” a machine has had a
positive impact in the development of algorithms such as generative adversarial networks (GANs), and has
resulted in the ability of machines to generate hyper-realistic data such as images, 3D geometries, and text.
However, adverse effects can be observed in large-scale social media networks, where the veracity of data
cannot be quickly ascertained. Misinformation that is spread via social media networks can result in echochambers, lone communities that facilitate selective content diffusion as a result of user polarization.
Ironically, this misinformation can now be reliably generated using machine learning algorithms such as
GANs. Our research focuses on developing methods to both generate high quality data, and safeguard
against data exploitation. Several application domains are explored including product design and
development, healthcare physiology state estimation, and STEM education.
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